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Standard Practices



Standard Practices

● Set a standard, document it, and stick to it:
○ Firewall naming conventions
○ Zone, object, and policy naming
○ Build subnets with growth in mind
○ Document you naming conventions
○ Backup your configurations

● Have a different account for every user who has access to devices.
○ Set the password to the admin account and lock it in a safe place never to be used again.
○ Configure 2FA/MFA

● Baseline your network and security. Do you know what normal looks like?
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Standard Practices

Always add descriptions:
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Standard Practices

● Get familiar with the CLI:
○ Using the CLI Documentation
○ CLI Jumpstart
○ CLI Cheat Sheets
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https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-cli-quick-start/use-the-cli
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-cli-quick-start/use-the-cli/cli-jump-start#ida3c274d7-4c4e-4a4c-b96e-ee43bd6441bc
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-cli-quick-start/cli-cheat-sheets
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Standard Practices

● Scripting your configuration
● Build a script for every new firewall you add to Panorama



Standard Practices

● Configurations are in XML format
● XML Basics

● Configuration Backups

https://www.youtube.com/watch?v=XIi4u4ez0iI
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Standard Practices

● EoL Resources: 
○ https://docs.paloaltonetworks.com/resources/eol#sort=relevancy&layout=card&numberOfResults=25
○ 8.1, 9.0, and 10.0 are EoL

● Upgrading Software
○ Determine the upgrade path from your current version:

■ https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os/de
termine-the-upgrade-path

○ Determine the preferred releases software:
■ https://live.paloaltonetworks.com/t5/customer-resources/support-pan-os-software-release-guidance/ta-p/258304

● Example upgrade path for a firewall running 9.1.13 to 10.1.6-h6
○ Verify Dynamic Updates are up to date
○ Download and install 9.1.14-h4
○ Download 10.0
○ Download and install 10.0.11-h1
○ Upgrade Dynamic Updates
○ Download 10.1
○ Download and install 10.1.6-h6
○ Upgrade Dynamic Updates

https://docs.paloaltonetworks.com/resources/eol#sort=relevancy&layout=card&numberOfResults=25
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os/determine-the-upgrade-path
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os/determine-the-upgrade-path
https://live.paloaltonetworks.com/t5/customer-resources/support-pan-os-software-release-guidance/ta-p/258304


Best Practices Documentation



Best Practices Documentation

● https://docs.paloaltonetworks.com/best-practices

11  |  © 2022 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

https://docs.paloaltonetworks.com/best-practices


Day 1 Configurations and Iron 
Skillets



Day 1 Configuration

● Download a Day 1 Configuration for a registered device
● https://support.paloaltonetworks.com/

● Note: A Day 1 Configuration will overwrite any configuration on the device!
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https://support.paloaltonetworks.com/


Day 1 Configuration

14  |  © 2022 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

● Day 1 Configurations can be for Panorama or NGFW
● All devices must be registered in the system and have the appropriate licenses 

registered



Day 1 Configuration
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Iron Skillets

● What is an Iron Skillet?
○ Instead of extensive and detailed ‘how to’ documentation, the templates provide an easy to 

implement configuration model that is use case agnostic. The emphasis is on key security 
elements such as dynamic updates, security profiles, rules, and logging that should be consistent 
across deployments.

● Iron Skillet Documentation
● Iron Skillet Github
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https://iron-skillet.readthedocs.io/en/docs_master/overview.html
https://github.com/topics/skillets


Iron Skillets
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Panhandler

● Panhandler is an open-source application that allows you to import and playback any 
skillet using a web interface.

● Panhandler Documentation
● Panhandler Quickstart
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https://panhandler.readthedocs.io/en/master/
https://live.paloaltonetworks.com/t5/quickplay-solutions-tools/install-and-get-started-with-panhandler/ta-p/307916


Panhandler
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Panhandler
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Panhandler
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Panhandler
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Security Lifecycle Review



Security Lifecycle Assessment (SLR)

An assessment of network vulnerabilities, threats and risks

Visibility into traffic, URL activity, content, threats, IoT devices, applications
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SLR

● Get the information for the SLR

1

2

3

4
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SLR
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SLR
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SLR and SaaS App Report
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● SLR PDF Report

● SaaS Application Usage Report

https://drive.google.com/file/d/1EHVDxMaWSm97TKdAuuO-jd8UbXQsbYLv/view?usp=sharing
https://drive.google.com/open?id=1Ft5LWJ2LmdV91J_ZJeZ1-6bILZfgEU_Z&authuser=dellis%40paloaltonetworks.com&usp=drive_fs


Best Practices Assessment



BPA and BPA+

● Get the information for the BPA or BPA+

1

2

3

4
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BPA

● Upload your Tech Support File to the CSP
● https://support.paloaltonetworks.com/
● ** Partners get Cyberforce XP for running BPAs for customers**
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https://support.paloaltonetworks.com/


BPA
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BPA
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BPA
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BPA
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BPA - Open File
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● BPA HTML Report

● BPA Executive Summary PDF Report

https://drive.google.com/file/d/1E0H8vQAMA1UKaZqxItfYd_8yEzZo9QoZ/view?usp=sharing
https://drive.google.com/file/d/1E67yiT_ir9abw6SWuQtQKCJB7M0IQ6fz/view?usp=sharing


AIOps



AIOps

● AIOps for NGFW gives you an overview of the health and security posture of your 
next-generation firewall deployment to help you identify areas of improvement and 
close security gaps.

● Requires PAN-OS 10.0 or higher
● Requires Cortex Data Lake (CDL) or Telemetry
● Free or Premium Version
● DNS Security Dashboard
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AIOps
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AIOps

● Setup CDL or Telemetry on NGFW and/or Panorama
● Send information to CDL or Telemetry
● ***** Allow 24 hours between these steps *****
● Activate your AIOps subscription in The Hub
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https://apps.paloaltonetworks.com/apps


AIOps
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Getting the most from your 
firewall



Getting the most from your firewall

● File Blocking
● Cloud Delivered Security Services (CDSS)
● Credential Theft Prevention
● Zone Protection Policies
● Geo Blocking Rules
● Built-in External Dynamic Lists
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File Blocking

● basic file blocking—Attach this profile to the Security policy rules that allow traffic to and from less 
sensitive applications to block files that are commonly included in malware attack campaigns or that 
have no real use case for upload/download. This profile blocks upload and download of PE files ( .scr, 
.cpl, .dll, .ocx, .pif, .exe) , Java files (.class, .jar), Help files (.chm, .hlp) and other potentially malicious file 
types, including .vbe, .hta, .wsf, .torrent, .7z, .rar, .bat. Additionally, it prompts users to acknowledge when 
they attempt to download encrypted-rar or encrypted-zip files. This rule alerts on all other file types to 
give you complete visibility into all file types coming in and out of your network.

● strict file blocking—Use this stricter profile on the Security policy rules that allow access to your most 
sensitive applications. This profile blocks the same file types as the other profile, and additionally blocks 
flash, .tar, multi-level encoding, .cab, .msi, encrypted-rar, and encrypted-zip files.
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File Blocking

● Objects -> Security Profiles -> File Blocking
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CDSS

● Advanced Threat Prevention (ATP)
● Wildfire (WF)
● Advanced URL Filtering (AURL)
● DNS Security (DNS)
● Globalprotect (GP)
● SaaS Security Inline
● Data Loss Prevention (DLP)
● Internet of Things (IoT)

● CDSS Documentation
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https://docs.paloaltonetworks.com/cdss


Credential Phishing Prevention

Phishing sites are sites that attackers disguise as legitimate websites with the intent to steal 
user information, especially the credentials that provide access to your network. When a 
phishing email enters a network, it takes just a single user to click the link and enter 
credentials to set a breach into motion. You can detect and prevent in-progress phishing 
attacks, thereby preventing credential theft, by controlling sites to which users can submit 
corporate credentials based on the site’s URL category. This allows you to block users from 
submitting credentials to untrusted sites while allowing credential submissions to corporate 
and sanctioned sites.

Credential phishing prevention works by scanning username and password submissions to 
websites and comparing those submissions against valid corporate credentials. You can 
choose what websites you want to either allow or block corporate credential submissions to 
based on the URL category of the website. When the firewall detects a user attempting to 
submit credentials to a site in a category you have restricted, it either displays a block 
response page that prevents the user from submitting credentials or presents a continue 
page that warns users against submitting credentials to sites in certain URL categories but 
still allows them to continue with the submission. You can customize these block pages to 
educate users against reusing corporate credentials, even on legitimate, non-phishing sites.
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Credential Phishing Prevention

● Enable User-ID
● Enable Best Practices AURL Filtering profile (AURL License Required)
● Add a decryption policy (optional but recommended)
● Configure AURL filtering profile for Credential Protection
● Apply profile to a policy
● Credential Phishing Prevention Doc
● Objects -> Security Policy -> URL Filtering
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https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/url-filtering/prevent-credential-phishing/set-up-credential-phishing-prevention


Credential Phishing Prevention

● Using AI/ML to stop phishing attacks

49  |  © 2022 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



Zone Protection Policies

Segmenting the network into functional and organizational zones reduces the network’s 
attack surface—the portion of the network exposed to potential attackers. Zone protection 
defends network zones against flood attacks, reconnaissance attempts, packet-based attacks, 
and attacks that use non-IP protocols. Tailor a Zone Protection profile to protect each zone 
(you can apply the same profile to similar zones). Denial-of-service (DoS) protection defends 
specific critical systems against flood attacks, especially devices that user access from the 
internet such as web servers and database servers, and protects resources from session 
floods. Tailor DoS Protection profiles and policy rules to protect each set of critical devices.
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Zone Protection Policies

● Configuring Zone Protection Policies Documentation
● Network -> Network Profiles -> Zone Protection
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https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/zone-protection-and-dos-protection/configure-zone-protection-to-increase-network-security


Geo Blocking Rules

What are Geolocation and Geoblocking?

Geolocation is the estimation of the real-world geographic location of an object. In our 
specific use case, I am referring to the physical location of your PC, laptop, mobile device, or 
from the servers you are trying to reach.

Geoblocking is when you start restricting or allowing access to content based on the 
geolocation.

The next-generation firewall supports creation of policy rules that apply to specified countries 
or regions. The region is available as an option when specifying source and destination for 
security policies, decryption policies, and DoS policies. You can choose from a standard list of 
countries or use the region settings described in this section to define custom regions to 
include as options for security policy rules.
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Geo Blocking Rules

● Geoblocking Documentation
● Verify PAN-OS IP Region Mapping
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https://live.paloaltonetworks.com/t5/blogs/geolocation-and-geoblocking/ba-p/315433
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClHHCA0


Geo Blocking Rules

● Block all except rule option
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Built-in External Dynamic Lists

With an active Threat Prevention license, Palo Alto Networks provides built-in IP address EDLs that you can 
use to protect against malicious hosts.

● Palo Alto Networks Bulletproof IP Addresses—Contains IP addresses provided by bulletproof hosting providers. Because 
bulletproof hosting providers place few, if any, restrictions on content, attackers frequently use these services to host and 
distribute malicious, illegal, and unethical material.

● Palo Alto Networks High-Risk IP Addresses—Contains malicious IP addresses from threat advisories issued by trusted 
third-party organizations. Palo Alto Networks compiles the list of threat advisories, but does not have direct evidence of the 
maliciousness of the IP addresses.

● Palo Alto Networks Known Malicious IP Addresses—Contains IP addresses that are verified malicious based on WildFire 
analysis, Unit 42 research, and data gathered from telemetry (Share Threat Intelligence with Palo Alto Networks). Attackers 
use these IP addresses almost exclusively to distribute malware, initiate command-and-control activity, and launch attacks.

● Palo Alto Networks Tor Exit IP Addresses—Contains IP addresses supplied by multiple providers and validated with Palo Alto 
Networks threat intelligence data as active Tor exit nodes. Traffic from Tor exit nodes can serve a legitimate purpose, 
however, is disproportionately associated with malicious activity, especially in enterprise environments.

The firewall receives updates for these feeds in content updates, allowing the firewall to automatically enforce 
policy based on the latest threat intelligence from Palo Alto Networks. You cannot modify the contents of the 
built-in lists. Use them as-is (see Enforce Policy on an External Dynamic List), or create a custom external 
dynamic list that uses one of the lists as a source (see Configure the Firewall to Access an External Dynamic 
List) and exclude entries from the list as needed.
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Built-in External Dynamic Lists

● Built-in EDL Documentation
● Objects -> External Dynamic Lists
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https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/built-in-edls


Built-in External Dynamic Lists

● Create policies for inbound and outbound traffic
● Build under Policies
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Zero Trust



Zero Trust

● What is Zero Trust
● Zero Trust Best Practices
● Methodology - Web Link
● APP-ID
● Content-ID
● User-ID
● Decryption
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https://docs.paloaltonetworks.com/best-practices/10-1/zero-trust-best-practices/zero-trust-best-practices/the-five-step-methodology


What is Zero Trust?

● Zero Trust is a business-driven, strategic approach to securing your most critical data, 
applications, assets, and services (DAAS) as well as your users based on what is 
important to your particular business, in a protect surface. Zero Trust strategy is 
infrastructure-neutral, so you can apply it to all physical and virtual locations—network, 
public cloud, private cloud, and endpoint. The concept behind Zero Trust is simple: trust 
is a vulnerability. Trust nothing in the digital environment—packets, identities, devices, or 
services—and verify everything. There is no such thing as default trust.

● Implementing the strategy is not something you do once and cookie-cutter copy from 
network to network because each environment and protect surface is different. As 
businesses change over time, the goals and DAAS elements also change. Strategy is 
business-specific and security strategy is specific to protecting what’s important to your 
particular business.

● The goal of Zero Trust strategy is to eliminate trust from the network. Eliminating trust 
helps prevent successful data breaches, simplifies operations through automation and a 
reduced rulebase, and simplifies regulatory compliance and audits because Zero Trust 
environments are designed for compliance and easy auditing.
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Zero Trust Best Practices
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Zero Trust Methodology

● Zero Trust 5 Step Methodology
○ Define your Protect Surface

■ Data
■ Application
■ Assets
■ Services

○ Map the Protect Surface Transaction flows
○ Architect a Zero Trust Network
○ Create Zero Trust Policies

■ Kipling Method
● Who
● What
● When
● Where
● Why
● How

○ Monitor and Maintain the Network
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Zero Trust Methodology
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Zero Trust - APP-ID

● App-ID, a patented traffic classification system only available in Palo Alto Networks 
firewalls, determines what an application is irrespective of port, protocol, encryption 
(SSH or SSL) or any other evasive tactic used by the application. It applies multiple 
classification mechanisms—application signatures, application protocol decoding, and 
heuristics—to your network traffic stream to accurately identify applications.

● New and modified App-IDs are delivered to the firewall as part of Applications and 
Threats Content Updates.

● 4k+ Applications with NGFW and 16k+ applications with SaaS license
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Zero Trust - APP-ID

● View Applications
○ Panorama or NGFW - Objects -> Applications
○ Applipedia
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https://applipedia.paloaltonetworks.com/


Zero Trust - APP-ID

● Building Policies by Application
○ Create an application filter - Objects -> Application Filters -> ADD
○ Build a policy with the application filter
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Zero Trust - Content-ID

● Content-ID combines a real-time threat prevention engine with a comprehensive URL 
database and elements of application identification to limit unauthorized data and file 
transfers and detect and block a wide range of exploits, malware, dangerous web surfing 
as well as targeted and unknown threats. The application visibility and control delivered 
by App-ID, combined with the content inspection enabled by Content-ID means that IT 
departments can regain control over application traffic and related content.

● Threat Prevention and Advanced Threat Prevention
● Advanced URL Filtering
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Zero Trust - User-ID

● User-ID™ enables you to identify all users on your network using a variety of techniques 
to ensure that you can identify users in all locations using a variety of access methods 
and operating systems, including Microsoft Windows, Apple iOS, Mac OS, Android, and 
Linux®/UNIX. Knowing who your users are instead of just their IP addresses enables:
○ Visibility—Improved visibility into application usage based on users gives you a more relevant 

picture of network activity. The power of User-ID becomes evident when you notice a strange or 
unfamiliar application on your network. 

○ Policy control—Tying user information to Security policy rules improves safe enablement of 
applications traversing the network and ensures that only those users who have a business need 
for an application have access. 

○ Logging, reporting, forensics—If a security incident occurs, forensics analysis and reporting based 
on user information rather than just IP addresses provides a more complete picture of the 
incident. 

● To enforce user- and group-based policies, the firewall must be able to map the IP 
addresses in the packets it receives to usernames. User-ID provides many mechanisms 
to collect this User Mapping information.
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Zero Trust - User-ID
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Zero Trust - User-ID

● User to Group Mapping
○ Add an LDAP Server Profile - Device -> Server Profile -> LDAP
○ Configure Group Mapping - Device -> User Identification -> Group Mapping Settings

● User to IP Mapping
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Zero Trust - User-ID

71  |  © 2022 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



Zero Trust - Decryption
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Zero Trust - Decryption

● Set Goals
○ What traffic can and cannot be decrypted

● Work with Stakeholders
● Develop a Plan

○ PKI deployment
■ Windows CA

● Take a Baseline
○ Firewall sizing
○ CPU Utilization

● Plan a Staged Deployment
○ Few Users
○ Few users in different areas of the business
○ Larger subsets of users
○ Decrypt it ALL!!!
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Zero Trust - Decryption

● Configure Certificates
● Configure Decryption Profiles

○ SSL Inbound Inspection
○ SSL Forward Proxy
○ SSH Proxy
○ No-Decryption Profile

● Configure Decrypt and Non-Decrypt Policies
● SSL Decryption Exclusion List

○ Predefined list from Palo Alto 
● Block Google Quick UDP Internet Connections Protocol (QUIC)
● Forward decrypted SSL traffic to Wildfire
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Certificates

● Example:
○ Deploy a Microsoft Windows Server Enterprise Certificate Authority (CA and Web)
○ Generate a Certificate Request - Device -> Certificate Management -> Certificates

○ Get a certificate from the Windows CA Web Portal
○ Deploy Certificates to all AD managed users and computers via GPO
○ Works for decryption and Global Protect
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Certificates - Continued

● Configure an SSL/TLS Service Profile
○ Device -> Certificate Management -> SSL/TLS Service Profile
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Decryption Profile

● Create a Decryption Profile
○ Objects -> Decryption -> Decryption Profile
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Decryption Policy

● Create a Decryption Policy
○ Policies -> Decryption
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Block Google QUIC
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Expedition



Expedition

● Expedition Live Page
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https://live.paloaltonetworks.com/t5/expedition/ct-p/migration_tool


Expedition



Resources



Resources

● Palo Alto Technical Documentation
● Compatibility Matrix
● Applipedia
● Optics Datasheet
● PA Series Hardware Architectures
● Cyberpedia
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https://docs.paloaltonetworks.com/
https://docs.paloaltonetworks.com/compatibility-matrix
https://applipedia.paloaltonetworks.com/
https://www.paloaltonetworks.com/apps/pan/public/downloadResource?pagePath=/content/pan/en_US/resources/datasheets/key-specs-for-paloalto-interface-transceivers
https://www.paloaltonetworks.com/resources/pa-series-next-generation-firewalls-hardware-architectures
https://www.paloaltonetworks.com/cyberpedia


Questions?



Thank You!


